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Step: 01

Welcome

onelogin Administration @ Aish

Frequents Company: Everything v Browse App Store

Harvard Business Review

Welcome
In this guide, we will learn to add authent

factor in OnelLogir

@
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Step: 02

Click on "Administration"

onelogin Administration @ Aish

‘ Click on "Administration”

@

Frequents Company: Everything v Browse App Store

R

Harvard Business Review
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Step: 03

Hover over "Security"

onelogin Users Applications Devices Authentication Activity Security

@

Policies

Administration
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Step: 04

Click on "Authentication Factors"

onelogin Users Applications Devices Authentication Activity Security Settings Developers

Policies

Click on "Authentication Factors"

@

Authentication Factors
Certificates

Proxy Agents

Administration
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Step: 05

Click on "New Auth Factor"

onelogin Users Applications Devices Authentication Activity Security Settings Developers

: . Click on "New Auth Factor"
Authentication Factors @

| Authentication Factors

Factor Display Name Users

Security Questions
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Step: 06

Select a Strong Authentication Factor

onelogin Users Applicati Devices i Activity Security Settings Develop

Authentication Factors /
Select a Strong Authentication Factor Select a Strong Authentication Factor

@

Onelogin
Onelogin Protect @ OnelLogin SMS
OneLogin, Inc. OneLogin, Inc.
Free mobile solution that allows users to A one-time-password is sent to the mobile
submit their one-time password by number associated with a user over SMS
pressing a button. Available on iPhone DO=E o=e
and Android.

Onelogin Security Questions Onelogin Voice
Onelogin, Inc. OnelLoegin, Inc.
Provides a way to authenticate using Onelogin sends an automated call to the

challenge questions. user's mobile number to authenticate.
Choose Contact Us

Contact your OneLogin representative to
enable this feature.

OneLogin Email =X -
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Step: 07

Click on "Choose"

onelogin Users Applicat Devices Activity Security Settings Developers

Authentication Factors /
Select a Strong Authentication Factor

Onelogin Protect @ Onelogin SMS

OneLogin, Inc. OneLegin, Inc.

Free mobile solution that allows users to A one-time-password is sent to the mobile
submit their one-time password by number associated with a user over SMS
pressing a button. Available on iPhone DE=s

and Android.

Onelogin Security Questions OnelLogin Voice
OneLogin, Inc.
Provides a way to authenticate using the

challenge questions. Click on "Choose"
@ Contact Us

OneLogin, Inc.

OneLogin Email

OneLogin, Inc.

Onelogin sends an automated email to

the user's email address to authenticate - ﬂ

oose
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Step: 08

Click on "Configure"

You must first configure Security Questions for this account.

Click on "Configure"

@
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Step: 09

Select the number of questions users will be asked when they try
to login for the first time

Activity Security Settings Developers

onelogin Users Applications

New Auth Factor

Authentication Factors

Authentication Factors
Number of questions

| Security Questions
When users  Select the number of questions

users will be asked when they try to
0 D login for the first time

(i) The nt e 1 to login for the first time

When users reset their passwords or try to authenticate with MFA
0 -

(i) The number of questions users will be asked when they are resetting their passwords or trying to authenticate.

Enabled questions

| ) Select from guestions below to make them available for users to choose from when they are setting up their security questions the first time. Note that deselecting a

question will NOT affect the users who are using them already.

Options

What is your paternal grandmother's first name?
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Step: 10

Select the number of questions users will be asked when they are
resetting their passwords or trying to authenticate

onelogin Users Applications Devices

Activity Security Settings

Developers

Authentication Factors

New Auth Factor m

Authentication Factors

Number of questions
| Security Questions

When users set up their answers

1

(i) The number of questions users will be asked when they try to login for the first time

Whenen Select the number of questions

users will be asked when they are
0 resetting their passwords or trying
to authenticate

(i) The nt e

e resetting their passwords or trying to authenticate.

Enabled questions

| ) Select from guestions below to make them available for users to choose from when they are setting up their security questions the first time. Note that deselecting a
question will NOT affect the users who are using them already.

Options

What is your paternal grandmother's first name?
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Step: 11

Select from questions below to make them available for users to
choose from when they are setting up their security questions
the first time

onelogin Users Applications Devices Activity Security Settings Developers

t A Select from questions below to make them
Authentication Factors available for users to choose from when New Auth Factor m
they are setting up their security questions

Enabled questions the first time

\ at deselecting a question will NOT
Authentication Factors affect t Slread

he users who are usin 3 1
(i) Select from questions B they are setting up their security questions the first time. Note that deselecting a
| Security Questions question will NOT affi e
Options

What is your paternal grandmother's first name?
What was the first name of your first manager?

In what city is your vacation home? (Enter full name of city only)

In what city was your father born? (Enter full name of city only)

What was the nickname of your grandfather?

What was the name of your first girlfriend/boyfriend?

What was the name of your first pet?

What is the first name of the best man at your wedding?

What is the first name of your oldest niece?

What was your high school mascot?

What was the last name of your first grade teacher? ﬂ

What was the name of your kindergarten teacher? -
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Step: 12

Click on "Save"

onelogin Users Applications Devices Authentication Activity Security

Settings

Developers

Authentication Factors

Authentication Factors .
Number of questions

| Security Questions
When users set up their answers

1

i) The number of questions users will be asked when they try to login for the first time.

When users reset their passwords or try to authenticate with MFA

1

Enabled questions

The number of questions users will be asked when they are resetting their passwaords or trying to authenticate.

New Auth Factor m

Click on "Save"

@

(i) Select from questions below to make them available for users to choose from when they are setting up their security questions the first time. Note that deselecting a

question will NOT affect the users who are using them already.
Options

What is your paternal grandmother's first name?
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Thank You!
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