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How to assign MFA security policies to individual
users in Onelogin
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Step: 01

Welcome

onelogin Administration @ Aish

Frequents Company: Everything v Browse App Store

Welcome
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Step: 02

Click on "Administration"

onelogin Administration @ Aish

‘ Click on "Administration”

@

Frequents Company: Everything v Browse App Store

R
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my@uide

Page 03




Step: 03

Hover over "Users"

onelogin Users Hover over "Users" ion Activity Security Settings Developers

Administration
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Step: 04

Click on "Users"

onelogin Users Applications Devices Authentication Activity Security Settings Developers

Click on "Users”

@

Users

Roles

Groups

Directories

Mappings

Custom User Fields

Provisioning

Self Registration

Administration
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Step: 05

Select yourself as a user

onelogin Users Applica Devices i Activity Security Settings Developers
Users More Actions ~ m
Q Show filters
Aish Karanjkar Default
Last logged in 13 minutes ago

@@ aishwaryak+onelogin@edcast.com account owner

@ Rick Sanchez Never logged in

Ry

Select yourself as a user

@
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Step: 06

Select the Authentication tab

onelogin Users Applications Devices

Activity Security Settings Developers

. Users /
a» Rick Sanchez

More Actions ~

| User Info

Select the Authentication tab

¢

~——

Authentication

Applications

Activity Active

@

First name * Last name *

Email
Rick Sanchez
Username Phone number Manager
picklerick -
Company Department Title
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Step: 07

Under the User Security Policy dropdown, select Default policy

onelogin Users Applications Devices Authentication Activity Security Settings Developers
. Users /
. More Actions ~
a» Rick Sanchez
User Info Authentication
| Authentication WSl
~ NONE — -
Applications
Activity Authenticated by
OneLogin v
User security policy Under the User Security
Policy dropdown, select Default
-- default is Default policy -- policy

@

Open ID

OpenlD ® Change

picklerick | )

Multi-factor methods

my@uide

Page 08




Step: 08

Click on "Save User"

onelogin Users Applications Devices Activity Security Settings Developers

Users / B .
a Rick Sanchez Click on "Save User"

@

User Info Authentication
| Authentication Trusted IDP
~ NONE — s
Applications
Activity Authenticated by

OneLogin v

User security policy

Default policy v

This will override any other policies

Open ID
QpenlD @ Change

picklerick )
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Step: 09

The user is now associated with the MFA policy. Be sure that your
users have corresponding MFA applications installed on their

devices

onelogin Users

Applications Devices

Authentication Activity Security Settings Developers

Company
| User Info

Authentication
Applications

Activity

Directory details

Directory
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Rick Sanchez was successfully updated.

Department Title

The user is now associated with the MFA
policy. Be sure that your users have
corresponding MFA applications installed
on their devices ser that can be
When a user logs in, they will be required to ~ "®$

register their device

@

| UPGRADE NOW

External ID Last Sync
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Thank You!
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